This is an example of a Reciprocal DUA in place for an ongoing HMORN project. 

Study specific information has been removed (highlighted areas), and HITECH language is offered. 

Studies using this example as a starting place should modify to the specific needs of their individual research project. 

Finally, unlike the HMORN DUA Template, this example Reciprocal DUA is not linked to the HMORN Subcontract Template. That is, it could be modified for use when other subcontracts are in place.

RECIPROCAL DATA USE AGREEMENT FOR RESEARCH

This Reciprocal Data Use Agreement for Research (“Agreement”) describes the terms and conditions under which the research organizations listed on Appendix A (“Study Sites”) will permit the Transfer, Use and Disclosure of the Limited Data Set described in Appendix B (the “Study Site Limited Data Set”) from each of the Study Sites to the [data coordinating (DC) site] (“Initial Data Recipient” or “[DC site acronym]”. It further describes the terms and conditions under which the Initial Data Recipient, following the combining of the Study Site Limited Data Sets received from the Study Sites with data from the [DC site] (the “Combined Data”) and the analysis of the Combined Data, is permitted to Transfer the Combined Data to identified researchers in the Study Sites listed below (the “Study Site Data Recipients”) as a Limited Data Set for the purpose of further ancillary analyses on the aggregate study data (any resultant publications to be subject to the [Project Name] Study Publication and Presentation Policy & Procedures).   Any capitalized terms used but not defined herein shall have the definitions set forth in 45. C.F.R. Parts 160 – 164, as amended. This Agreement shall first be circulated for execution among the Study Site data recipients. The Agreement shall then be returned to the [DC site] and shall become effective as of the date that the Agreement is executed by the Initial Data Recipient and the authorized individual at the [DC site] (the “Effective Date”). 
1. Except as otherwise specified in this Agreement, Initial Data Recipient may make all Uses and Disclosures of the Study Limited Data Set and the Combined Data (hereafter the “Data”) necessary to conduct the following research: “[Project Title]” (“Research Project”), [Grant or Contract No].

2. Except as otherwise specified in this Agreement, Study Site Data Recipients may make all Uses and Disclosures of the Combined Data necessary to conduct their activities as required in conjunction with the Research Project.
3. SECURITY RULE COMPLIANCE Each Party shall comply with the Standards for Security for the Protection of Electronic Protected Health Information (“PHI”), codified at 45 CFR parts 160 and 164, Subpart C, effective April 20, 2005, and as may be amended thereafter.  Each Party shall also comply with the Health Information Technology for Economic and Clinical Health (HITECH) Act effective February 17, 2009 and as implemented by United States Department of Health and Human Services (HHS).

4. The Parties agree that they will not use or further disclose PHI other than as permitted by this Agreement and the [DC site acronym] IRB or as other required by law.
5. In addition to Initial Data Recipient’s undersigned researcher, the [DC site acronym] workforce members, or classes of workforce members, who are permitted to Use and Disclose the Data for purposes of the Research Project at the [DC site], include: [DC site acronym] co-investigators, programmers/analysts, biostatisticians; and project managers.
6. In addition to Study Site Data Recipients, the Study Site workforce members, or classes of workforce members, who are permitted to receive Use, and Disclose the Data for purposes of the Research Project, include: [DC site acronym] co-investigators, programmers/analysts, and project managers.
7. Any Party receiving the Data under this Agreement (each a “Data Recipient”) must:

a. Not Use or Disclose the Data for any purpose other than the Research Project or as required by Law.

b. Use appropriate safeguards to prevent Use or Disclosure of the Data other than as provided for by this Agreement.
c. To the extent that Data Recipient receives, creates, maintains or transmits Electronic PHI, Data Recipient shall use appropriate administrative, physical and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of any Electronic PHI, in accordance with the direction of the controlling Institutional Review Board (“IRB”).
d. Report to their Institutional Privacy Officer and to the [DC site] Privacy Officer within twenty-four (24) hours of receiving knowledge of any Security Incident or unauthorized Use or Disclosure of the Data. Data Recipient shall also report within twenty-four (24) hours of receiving knowledge of such Security Incident or unauthorized Use or Disclosure, to the Party that originated the information (“Source Party”).  Furthermore, within five (5) days of such discovery Data Recipient shall provide a written report to their Institutional Privacy Officer, the [DC site] Privacy Officer, and the Source Party setting forth the facts and a proposed corrective action plan to mitigate the Security Incident or unauthorized Use or Disclosure.
e. Ensure that any person, including a subcontractor, to whom Data Recipient provides the Data, agrees to the same restrictions and conditions that apply to Data Recipient under this Agreement. Before providing the Data to any person who is not a workforce member, Data Recipient shall confirm that the person has made that agreement in writing. 

f. Not use the information in the Data to identify or contact any individuals. 

8. Term and Termination
1. The provisions of this Agreement shall be effective as of the Effective Date and shall terminate with respect to a Data Recipient when all of the Limited Data Set/s and any other Protected Health Information provided by any disclosing Party to that Data Recipient is destroyed or returned to the disclosing Party, or, if it is infeasible to return or destroy the Limited Data Set/s, protections are extended to such information, in accordance with the termination provisions in this Section.  

2. Upon any disclosing Party’s knowledge of a breach by any receiving Party, the disclosing Party shall take any or all of the following actions: 

i. Provide the receiving Party with written notice of the breach and an opportunity to cure the breach within ten (10) days of receipt of such notice. If the receiving Party fails to cure the breach within the notice period, this Agreement may be terminated with respect to that receiving Party; or 

ii. Immediately terminate this Agreement (without opportunity to cure) with respect to the receiving Party if the disclosing Party determines, in its sole discretion, that the receiving Party has breached a material term of this Agreement; or 

iii. If required by law, the disclosing Party shall report the violation to the Secretary of the Department of Health and Human Services. 

3. This Agreement may be terminated by any Party upon thirty (30) days written notice to the other Parties.

4. Effect of Termination
i.
Except as provided in paragraph (b) of this section, upon termination of the Agreement for any reason, the terminating Data Recipient shall return or destroy all information contained in the Limited Data Sets received from any Party under this Agreement, as directed in writing from the disclosing Party.  If the terminating Data Recipient destroys the data, the terminating Data Recipient shall certify in writing to the other Parties that the data in that Recipient’s possession has been destroyed. The terminating Data Recipient shall retain no copies of such information. 
ii.
In the event that terminating Data Recipient determines that returning or destroying the information contained in the Limited Data Sets is infeasible, the terminating Data Recipient shall provide to other Parties notification of the conditions that make return or destruction infeasible. Upon mutual agreement of the Parties that return or destruction of such information is infeasible, the terminating Data Recipient shall extend the protections of this Agreement to such information and limit further uses and disclosures of such information to those purposes that make the return or destruction infeasible, for so long as the terminating Data Recipient maintains such information.
iii.
The Termination of one Study Site Data Recipient Party to this Agreement shall not affect the status of or the enforceability of this Agreement. 

9. Obligations of Disclosing Parties
a. Revocation of Authorization
i. Each disclosing Party shall provide Data Recipient with any material changes in, or revocation of, permission by an individual to use or disclose information contained in the Data if disclosing Party reasonably believes that such changes affect Data Recipient’s permitted or required Uses and Disclosures of such information under this Agreement. 

b. Restriction of Use or Disclosure
i. Each disclosing Party shall notify Data Recipient of any restriction to the Use or Disclosure of information contained in the Data that disclosing Party has agreed to if the disclosing Party reasonably believes that such restriction affects Data Recipient’s permitted or required Uses and Disclosures.

c. Ownership of Data 
d. All Data shall remain exclusively owned by the disclosing Party and its use by other Parties shall be governed by subsections (i) and (ii) below.

i
Study Sites may Use and Disclose the Data provided solely as necessary to perform their obligations in connection with the Research Project for which such Data are provided under this Agreement. Such Uses and Disclosures shall also be in compliance with applicable laws and regulations, protocols, consent forms, if any, IRB approvals and HIPAA regulations. 

ii.
No Party shall use the names, logos, symbols or trademarks of another Party or the other Party’s affiliates or related entities, without the express written permission of the other Party, except that Parties may identify each other in annual reports and like documents that generally describe or refer to the Research Project. 
9.
This Agreement in no way limits any obligations that any Data Recipient has as a Study Site workforce member, such as complying with their institution’s policies and procedures. This Agreement must be signed by both the principal investigators and the appropriate Institution Official for each Party before any Transfer, Use, or Disclosure of the Data contemplated herein. 
1. If any provision of this Agreement is found to be invalid, illegal or unenforceable by a court of competent jurisdiction, the remainder of this Agreement shall continue in full force and effect, unless the absence of such invalidated provision materially and adversely affects the substantive rights of the parties hereto.  Each party hereby waives any right to assert that any provision of law renders any provision of this Agreement invalid, illegal or unenforceable in any respect.  The parties shall negotiate in good faith to substitute a valid, legal, and enforceable provision that reflects the intent of such invalid, illegal or unenforceable provision and implements the purpose of such provision. 

11.  Indemnification


 a. Hold Harmless





       i.      [Except as between those entities which are members of the Kaiser Permanente Medical Care Program], each party shall defend, indemnify, and hold the other Party, its officers, employees, and agents harmless from and against any and all liability, damage, loss or expense (including reasonable attorneys' fees), incurred in connection with any claims, suits, actions, demands or judgments arising from any cause of action or theory of liability for injury or damages arising out of or relating to the performance of this Agreement but only in proportion to and to the extent such liability, loss, expense, attorneys' fees, or claims for injury or damages are caused by or result from the acts or omissions of the indemnifying party, its officers, employees, or agents.


 b. Notice

               i.      The indemnified party shall give the indemnifying party prompt notice in writing of any claim, action, or suit for which the indemnified party seeks indemnification, and to cooperate fully with the indemnifying party in the investigation and defense thereof.  Upon written acknowledgement of its assumption of full responsibility for the results of the action or claim, the indemnifying party will have the right to assume and control the defense and settlement of such action or claim, in such case the indemnified party may employ its own counsel if it wishes to do so, at its own expense.  Regardless, the indemnifying party shall not settle or compromise any claim or suit without prior written consent of the indemnified party. The parties’ obligations under this section shall survive termination of this Agreement until all claims involving any of the indemnified matters are fully and finally resolved or barred by applicable statutes of limitation.

12. This Agreement in no way limits any obligations that any Data Recipient has as a Study Site workforce member, such as complying with their institution’s policies and procedures. This Agreement must be signed by both the principal investigators and the appropriate Institution Official for each Party before any Transfer, Use, or Disclosure of the Data contemplated herein. 
13. Recipient will comply with the requirements of 45 CFR Sections 164.524 (Access of Individuals to PHI), 164.526 (Amendment of PHI) and 164.528 (Accounting of Disclosures of PHI) as directed by Covered Entity. Each Party shall comply with the Standards for Security for the Protection of Electronic Protected Health Information (“PHI”), codified at 45 CFR parts 160 and 164, Subpart C, effective April 20, 2005, and as may be amended thereafter.  Each Party shall also comply with the Health Information Technology for Economic and Clinical Health (HITECH) Act effective February 17, 2009 and as implemented by United States Department of Health and Human Services (HHS).
14. Any ambiguity in this Agreement relating to the use and disclosure of the Limited Data Set by Recipient shall be resolved in favor of a meaning that further protects the privacy and security of the information. 
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APPENDIX A

List Organizational Names of Study Sites
APPENDIX B
	Elements of Limited Data Set

	Example only– replace with project specific information 
Demographic data  (e.g., date of birth, age at cohort entry, sex, race/ethnicity, zip code at baseline, VDW census data, full history of patient enrollment eras, insurance type)
Laboratory data, including procedure codes, collection dates, values, and measurement units.

Pharmacy data on filled prescriptions, including the following information: 

· National Drug Codes (NDC)

· Fill date

· Dose

· Number of tablets

· Days supplied

· Frequency

· Prescriber ID

Inpatient and Outpatient Diagnoses and Procedures, including visit and procedure dates..
Vitals data (e.g., height; weight; BMI; blood pressure measurements; encounter date; department; facility).

Primary Care Provider (PCP) data (e.g., facility of PCP where pt. receives care, PCP specialty).
Hospitalization data, including date(s) and status of admission; date(s) and status of discharge; primary discharge diagnosis; all secondary discharge diagnosis codes (ICD-9); all procedures performed during hospitalization (ICD-9-CM); encounter type.

Smoking status (including dates)
DxCGs (including dates) 
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